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This is a collection of useful scripts, primarily for use with the bootloader of AVM networking devices.
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CHAPTER 1

General information

1.1 Selecting the right Image

Gluon builds by default factory and sysupgrade images. AVM devices don’t need special factory-images, so most of
them are flashed via the sysupgrade images.

Note: In case your community uses a tool for providing firmware, factory-images are often referenced as “First-
installation-images” and sysupgrade-images are often called “update-" or “upgrade-images”.

Exceptions apply for the FRITZ!Box 4040. This device needs a special bootloader-image for use with the flash-script.
Flashing with a sysupgrade image won’t work.
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CHAPTER 2

Flash Gluon using Windows 10

Your router can be flashed in a few easy step from Windows 10.

2.1 Preperation

First you need to download the image for your device from your local Freifunk community. This is important to do
right now as you will have no ability to do so later on.

2.2 Download Python 3 for Windows

Download and install the latest version of Python 3. It can be obtained from the website of the Python project.

2.3 Download the flash-script
Download the latest version of the flash-script fritzflash. py at the link below. In case you are prompted whether

you want to save or open this file, select save.

fritzflash.py

2.4 Disable WiFi

In case your computer is connected via WiFi, make sure to disable this connection by opening the Quick-settings in
the lower right corner. Make sure WiFi is disabled there.



https://www.python.org/downloads/
https://github.com/freifunk-darmstadt/fritz-tools/releases
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2.5 Configuring a static IP-address

Open the network settings by opening Quick-settings and navigate to the Network and Sharing Center.

WLAN erneut aktivieren

Manuell

Netz .- und Interneteinstellungen

o r - o

Verbindung in eine getaktete Verbindung

s

Flugzeug-
micdus

2242
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Go to the Network Adapter Settings.
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Status

Einstellung suchen £ Netzwerkstatus

Nicht verbunden
Sie sind mit keinem Netzwerk verbunden.

A\ Problembehandlung

Verfugbare Netzwerke anzeigen

Netzwerkeinstellungen andern

@ Adapteroptionen dndern
Zeigt Netzwerkkarten an und andert Verbindungseinstellungen.

% Freigabeoptionen
Legen Sie fest, was in den Netzwerken freigegeben werden sall, mit
denen Sie eine Verbindung herstellen.

Netzwerkeigenschaften anzeigen
Windows-Firewall
Netzwerk- und Freigabecenter

Netzwerk zuricksetzen

Select the adapter called Ethernet.

Haben Sie eine Frage?

Hilfe anfordern

Verbessern Sie Windows

Feedback senden

~ G g )

I_-@ MNetzwerkverbindungen
4+ l_-@« Metzwerk und Internet » MNetzwerkverbindungen

Organisieren «

Il Bluetooth-Metzwerkverbind | Ethernet

ng Metzwerkkabel wurde entfe

In the adapter-status window, select properties.

Micht verbunden x @' Broadcom MetXtreme 5701 ...

v U

- O *
"Metzwerkverbindungen" dur... 2
- m @

| WLAN

; Micht verbunden
b4 -Eﬁ Intel (R} Wireless WiFi Link 4...

2.5. Configuring a static IP-address
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[E] Status von Ethernet )4
td  Allgemein
rg
Verbindung

IPva-Konnektivitat: kein Metzwerkzugriff
IPva-Konnektivitat: Kein Netzwerkzugriff
Medienstatus: Aktiviert
Dauer: 0o:00:11
Ubertragungsrate: 100,0 MEit/s

Q Eigenschaften QDeakﬁuieren

Aktivitat
Gesendet —— %! ——  Empfangen
=
Bytes: 14.401.754 I 96.565.592

Diagnose

Schiiefien

Double-click on Internet Protocol Version 4.

Chapter 2. Flash Gluon using Windows 10
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|G T MLLAwLim Gni GILLUILL ¢ wLLeeLr Rl g
] Eigenschaften von Ethernet > |
Metzwerk  Freigabe
l Verhindung herstellen dber:
I? Broadcom Met¥treme 5o Gigabit Controller ]

Diese Verbindung verwendet folgende Elemente:

aClient fur Microsoft-Metzwerke -~
3 Datei- und Druckerfreigabe fir Microsoft-Netzwerke
4 Intemetprotokoll, Version 4 (TCP/IPv4d)
i : i = apter
. Microsoft-LLDP-Treiber
4 Intemetprotokoll, Version & (TCP/IPvE) W
£ >
Installieren... Deinstallieren Eigenschaften
Beschreibung
Emaglicht Threm Computer den Zugnff auf Ressourcen in
einem Microsoft-Netzwerk.
QK Abbrechen

Fill out all fields as seen on the image below. Close afterwards both windows by clicking OK.

2.5. Configuring a static IP-address
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Eigenschaften von Internetprotokell, Version 4 (TCP/1Pwd) >

T

Allgemein

IP-Einstellungen kinnen automatisch zugewiesen werden, wenn das
Metzwerk diese Funktion unterstiitzt, Wenden Sie sich andernfalls an den
Metzwerkadministrator, um die geeigneten IP-Einstellungen zu beziehen,

() IP-Adresse automatisch beziehen
(@) Folgende IP-Adresse verwenden:

IP-Adresse: | 192.168 . 178 . 2 |

Subnetzmaske: | 255 .255.255. 0 |

Standardgateway: | 192.168 . 178 . 1] |
! DMS-Serveradresse automatisch beziehen

(®) Folgende DNS-Serveradressen verwenden:

Bevorzugter DMS-Server: | . . . |

Alternativer DMS-Server: | . . . |

[ Einstellungen beim Beenden (berpriifen
Erweitert. ..

Abbrechen

2.6 Install Gluon

Now move both fritzflash.py and the Gluon image in an empty directory.

Note: It is important both files are located in the same directory. Otherwise the process won’t work.

1 B L TRTTTF I T

141 = | Downloads — d et 'I
Start Freigeben Ansicht 0
“« v P & » Dieser PC » Downloads N J] Downloads" durchsuchen el

~ ~ B

MName Anderungsdatum Typ Grofe

# Schnellzugriff (
[# fritzflash 12.09.2018 22:43 Python File KB

[l Desktop - -
| ] gluon-ffda-1.2.3-avm-fritz-box-4020-sys...  12.00.2018 22:47 BIM-Datei 4353 KB

* Downloads -

E] Dokurmnente »

&=/ Bilder »

D Musik

Connect the router with your computer. In case it has multiple ports, use the yellow LAN-ports.

10 Chapter 2. Flash Gluon using Windows 10
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Execute the flash-script by double-clicking on fritzflash.py.

In case Windows Firewall asks you whether you want to allow or deny network activity, select A11low.

afor want to flash.
The

Die Windows Defender Firewall hat einige Features dieser
App blockiert.

Einige Features von Python wurden in allen éffentlichen und privaten Netzwerken von der
Windows Defender Firewall blockiert.

E Mame: Python

Herausgeber:  Python Software Foundation

Pfad: C:'users'dell\appdataYocal\programspython'python37-
32'\python.exe

Kommunikation von Python in diesen Netzwerken zulassen:
Private Netzwerke, beispielsweise Heim- oder Arbeitsplatznetzwerk

Gffentliche Netzwerke, z. B. in Flugh&fen und Cafés (nicht empfohlen,
da diese Metzwerke oftmals gar nicht oder nur geringfugig geschitzt sind)

GZugrif'f zulassen Abbrechen

2.7 Revert network settings

Before you are able to reach the Config-mode of your new node you have to reconfigure your network interface to
automatically obtain an IP-address using DHCP.

Configure your network interface interface as pictured on the screenshot below and confirm by selecting OK in both
windows.

2.7. Revert network settings 11
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G GGl 5

1 |

] Eigenschaften von Internetprotokell, Yersion 4 (TCP/1Pwd) >

Allgemein  Alternative Kenfiguration

IP-Einstelungen kinnen automatisch zugewiesen werden, wenn das
Metzwerk diese Funktion unterstiitzt. Wenden Sie sich andernfalls an den
Metzwerkadministrator, um die geeigneten IP-Einstellungen zu beziehen.

(®) IP-Adresse automatisch beziehen
() Folgende IP-Adresse verwenden:

IP-Adresse:
Subnetzmaske:

Standardogateway:

(@) DN5-Serveradresse automatisch beziehen

() Folgende DNS-Serveradressen verwenden:

Bewvarzugter DMNS-Server:

Alkernativer DMS-3erver:

Einstellungen beim Beenden Uberpriifen

Erweitert...

Abbrechen

Also remember to turn on your WiFi again.

12
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CHAPTER 3

Flash Gluon using MacOS X

Your router can be flashed in a few easy step from MacOS X.

3.1 Preperation

To execute the fritzflash.py script you need to have Python 3 installed. You can obtain the latest version from the
Python project here.

You also need to download the image for your device from your local Freifunk community. This is important to make
right now as you will have no ability to do so later on.

3.2 Download the flash-script

Open a terminal by pressing cmd-+Space.

Next, go to the directory you saved the Image you downloaded in the preperation step. In most cases this is done by
executing cd Downloads.

Now you want to download the script by executing curl -0 https://raw.githubusercontent.com/
freifunk-darmstadt/fritz-tools/master/fritzflash.py.

Confirm both the Gluon image you want to flash and the script are present in the current directory by executing 1s.

rmstadt/ fritz-tools/ma

Time  Time Time

13
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Keep the Terminal window open.

3.3 Configuring a static IP-address

Open System Preferences and select Network.

() i System Preferences. Q
i @ B @& o @
=)
General  Desktop&  Dock Mission  Language  Securty  Spotight  Notifications
Screen Saver Control  &Region  &Privacy

J

— o= N

CDs&DVDs  Displays  Energy  Keyboard ~ Mouse  Trackpad  Printers&  Sound
aver canners
Startup
Disk

s Q|l@ |0 o &

iCloud internet  AppStore | Network  [Bluetooth  Extensions  Sharing
Accounts

@‘

n % ® @

Users&  Parental Date&Time  Time  Accessibiity
Groups  Controls Machine

= 010

GPG Suite Java  NIUSB Audio

®
Q

Tex
Distribution

Make sure to disable your Wireless connection now.

<
Location: |_Automatic <
WicFi =
® onnected = Status: Connected Turn Wi-Fi Off
WiFi s connacted to 4 -
o Bluetooth PAN addross 182.168.8.20.
Not Connacted
@ USB-S..troller ¢ 7 Network Name: |_donotuse S

Not Configured &

Ethemet2 .
® NotConnected <

> Automatically join this network

Ask to join new networks

FT232..UART
® NotConfigured \&

Ethemet .
® ot Connectes <*7

o USBT.00LAN /
Not Connected 7

@ iPhone USB .

Not Connected
o HUAW...Moble /.

Not Connected %7
| Show Wi-Fi status in menu bar Advanced... | 7

[ Clickthe lock to make changes.

Select Ethernet from the left menu and in case input fields are grayed out, unlock settings by clicking on the Lock
in the bottom left corner.

System Preferences is trying to unlock the
Network preferences.

Blustooth F | &‘ Enter an administrator's name and password to
® ot Connect allow this.
lggedin
USB-S...trol

e User Name:

o Ethernet 2 Password: o
Not Connect|

o FT232.UN Cancel Unlock
Not Configun

o Etheret

Not Connected Router:

Wi-Fi DNS Server:
® oif S

Search Domains:
o USBT.00LAN /

Not Connected 7

@ iPhone USB .

Not Connected

o HUAW...Moble /.
Not Connected 7

Configure your settings as seen in following screenshot and confirm by clicking on Apply. Keep the window opened.

Advanced... | 2

14 Chapter 3. Flash Gluon using MacOS X
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° < S Network
Location: | Automatic B
Bluetooth PAN. (€3
® o Tomertes & Status: Cable Unplugged
ithe the cabe for Etherat s not plugged in
o USBS..troler | o the device a the other end s not
Not Cortigured responcing,
Configure IPva: | Manually B
o FRRT O 1P Address: 192.168.178.2
Not Cortigured

Subnet Mask: | 255.255.255.0

o Ethernet /.
Not Connected "7 Router: | 192.168.178.1

o= o
USB1..00LAN ~ Search Domains:
o Not Connected ~ 7/
oprereuss
o A Motte .
Advanced...

+ =l

[l Click the lock to prevent further changes. Revert Apply

3.4 Install Gluon

Connect the router with your computer. In case it has multiple ports, use the yellow LAN-ports.

Execute the flash-script by executing python3 fritzflash.py in the Terminal window you left open.

Do you want the application “Python.app”
to accept incoming network connections?
Ciicking Deny may limit the apication’s behavior.
This setting can be changed in the Firewall pane of
Security & Privacy preferences

Deny

i1l

e will te Finished instolling Gluon Cthis may take a whiled.

3.5 Revert network settings

Before you are able to reach the Config-mode of your new node you have to reconfigure your network interface to
automatically obtain an IP-address using DHCP.

Configure your Ethernet interface as pictured on the screenshot below and confirm by selecting Apply.

3.4. Install Gluon 15
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<
Location: | Automatic <

o Etheret /S

Not Connected "7 Status: Not Connected

- The cable for Ethanet s conneced, bt your

Blustooth PAN. (1 Compterdoca ok have a1 1 actres
© Nt comecies (&
o guonftde g Configure Pvq | Using DHCP B
o USE-S.toler 1P Address:

Subnet Mask:
| g Fm22.UMRT &
N wred & Router:

o WicFi = DNS Server:
it S
USB1.00LAN Search Domains:
o cted N7
iPhone USB
o HUAW...Moble
N a Q7

Advanced...

Click the lock to prevent further changes. Revert Apply

16
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CHAPTER 4

Flash Gluon using Ubuntu 18.04

Your router can be flashed in a few easy step from Ubuntu 18.04.

4.1 Preperation

First you need to download the image for your device from your local Freifunk community. This is important to do
right now as you will have no ability to do so later on.

4.2 Download the flash-script

Open a terminal by pressing Ct r1+A1t+T or open the application-drawer (bottom left) and search for Terminal.

Mo 00:51

Q. suchbegriff eingeben ...

Next, go to the directory you saved the image you downloaded in the preperation step. In most cases this is done by
executing cd Downloads.

17
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Now you want to download the script by executing wget https://raw.githubusercontent.com/
freifunk-darmstadt/fritz-tools/master/fritzflash.py.

ff@d630: ~/Downloads
Datei Bearbeiten Ansicht Suchen Terminal Hilfe
cd Download
get https://raw.githubusercontent.con/freifunk-darmstadt/f
ritzflash.py
:59--  https://raw.githubusercontent.com/freifunk-darnstadt/fr
itz-tools/master/fritzflash.py
Auflosen des Hostnamens raw.githubusercontent.com (raw.githubusercontent.com)
133
aufbau zu raw.githubusercontent.con (raw.githubusercontent.com)|151.1
verbunden.
, auf Antwort wird gewartet .. 200 OK
lain]

fritzflash.py 10 8,89K --.-KB/s  in es
2018-08-20 :00 (17,9 MB/s) - »fritzflash.py« gespeichert [9101/9101]

ff@d630: loadss I

Confirm both the Gluon image you want to flash and the script are present in the current directory by executing 1s.

Keep the Terminal window open.

4.3 Configuring a static IP-address

Open the settings application.

If your computer has WiFi, make sure to disable it now.

Q  Einstellunaen

Bluetooth :l- '4475g3§

]

(5]

Hintergrund

Sichtbare Netzwerke

=]

Dock

»

Benachrichtigungen
Suchen

Region und Sprache
Zugangshilfen
Online-Konten

Datenschutz

AE ¥ OB 0

Freigabe

4 Klang

»

Energie

9

Netzwerk

Gerate >

&

Informationen >

Select Network from the left menu and open the settings by clicking on the gear button.

18 Chapter 4. Flash Gluon using Ubuntu 18.04



fritz-tools Documentation

Q  Einstellungen

T WLAN

%

Bluetooth

(5]

Hintergrund

=]

Dock

Benachrichtigungen
Q suchen

B Region und Sprache
© zugangshilfen
5 online-Konten
W Datenschutz
¢ Freigabe

4 Klang

Ce Energie
/),
%o Gerite >

B informationen >

Netzwerk

Kabelgebunden +

Verbunden- 100 /s

VPN 2+

Nicht eingerichtet

Netzwerk-Proxy Aus

]

Configure your Settings as seen in the following screenshot and confirm by clicking on Apply in the top right corner.

Abbrechen Kabelgebunden

Informationen Idsnlilavs Sicherheit

IPv4-Methode Automatisch (DHCP)
© Manuell

Adressen

Adresse Netzmaske

Anwenden

Nur Link-Local
Deaktivieren

Gateway

[152.168.178.2

192.168.178.1

Automatisch

IP-Adressen durch Kommata trennen

Strecken

Adresse Netzmaske

Automatisch

Gateway Metrik

Now you will need to deactivate and reactivate the network interface to correctly apply the settings. Do so by turning
the connection from On to Off. Wait two seconds and turn the connection back On again.

Q  Einstellungen

T WLAN

%

Bluetooth

(5]

Hintergrund

=]

Dock

Benachrichtigungen
Q suchen

B Region und Sprache
© zugangshilfen
5 online-Konten
W Datenschutz
¢ Freigabe

4 Klang

Ce Energie
[
%o Gerite >

B informationen >

Netzwerk
Kabelgebunden +
Verbunden-100Mb/s
VPN +
Nicht eingerichtet
Netzwerk-Proxy Aus (2%

Keep the settings window open.

4.4 Install Gluon

Connect the router with your computer. In case it has multiple ports, use the yellow LAN-ports.

Execute the flash-script by executing python3 fritzflash.py inthe Terminal window you left open.

4.4. Install Gluon

19
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ff@d630: ~/Downloads

3 fritzflash.py
installing Gluon, a widely used Firmware for Freifunk

Py
ne onto your AVM ce.

You can always find the most current version of this script at https://ww.githu
b.con/freifunk-darnstadt/fritz-tools

It is strongly recommended to only connect your computer to the device you want
to flash.
Disable all other connections (Ethernet, WiFi/WLAN)!

Before we start, make sure you have assigned your PC a static IP Address in the
subnet of the device you want to flash.
The following example would be a completely fine option

once you one, disconnect power from your AVM device, reconnect the power-sup
ply and press enter.

4.5 Revert network settings

Before you are able to reach the Config-mode of your new node you have to reconfigure your network interface to
automatically obtain an IP-address using DHCP.

Configure your network interface interface as pictured on the screenshot below and confirm by selecting App1ly.

Abbrechen Kabelgebunden Anwenden

Informationen _ Identita Py6 _sicherheit
IPv4-Methode © Automatisch (DHCP) Nur Link-Local
Manuell Deaktivieren

DNs Automatisch [N )

Strecken Automatisch [N )

[}

Diese Verbindung nur fir Ressourcenin deren Netzwerk verwenden

You will (again) need to deactivate and reactivate the Network interface to correctly apply the settings. Do so by
turning the connection from On to Off. Wait two seconds and turn the connection back On again.

Q Einstellungen Netzwerk ()
T WLAN

Kabelgebunden +
3 Bluetooth

Verbunden- 100 Mb/s

@ Hotergrng e [-]
O Dock e o
A Benachrichtigungen

Nicht eingerichtet

Q suchen

B Regionund Sprache Netzwerk-Proxy A B
© zugangshilfen
5 online-Konten
W Datenschutz
¢ Freigabe
4 Klang

Ce Energie

Gerate >

&

Informationen >

20 Chapter 4. Flash Gluon using Ubuntu 18.04



CHAPTER B

Supported Devices

These devices are confirmed working using the tools provided in this repository.
* FRITZ!Box 4020
* FRITZ!Box 4040
e FRITZ!'WLAN Repeater 300E
* FRITZ!'WLAN Repeater 450E
FRITZ!WLAN Repeater 1750E

21



fritz-tools Documentation

22 Chapter 5. Supported Devices



CHAPTER O

License

See LICENCE

23
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CHAPTER /

Indices and tables

* genindex
* modindex

e search

25
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